
Subliminal Channel - Steganography
           using ElGamal Signature                             Bob was put in jail.

1.Signature generation on h:   Alice generates secret number k<p, gcd(k, p − 1) = 1, k and p-1 are relatively prime.
The secret message Alice intends to send to Bob is encoded by k.
Compute k-1 mod (p-1): k-1 mod (p− 1) exists if gcd(k, p − 1) = 1, k and p-1 are relatively prime. •
k-1 can be found using either Extended Euclidean algorithmt or Euler theorem

>> k_m1=mulinv(k,p-1)    % k-1mod (p-1) computation.

Compute r=gk mod p•
Compute s=(h-z*r)*k-1 mod (p-1) --> h=z*r+s*k mod (p-1).•

Signature ϭ=(r,s)
For subliminal channel creation s-1 mod (p-1) must exists, such that s*s-1= 1  mod (p-1): gcd(s,p-1)=1.
>> s_m1=mulinv(s,p-1)   % s-1mod (p-1) computation.

Let M is a message to be signed which can be arbitrary chosen.
To sign M the h-value of M must be computed: h=H(M).
The secret message to be sent is a number k satisfying the following conditions:

Number  k<p.1.
gcd(k, p-1)=1. 2.

ElGamal Signature:     Sign(PrK,h)=ϭ=(r,s)

>> p =   268 435 019;   % 2^28-1 --> >> int64(2^28-1) % ans = 268 435 455
>> g=2;                           % >> dec2bin(2^28-1)
                                            % ans = 1111 1111 1111 1111 1111 1111 1111
>> p=268435019;
>> g=2;

Subliminal Channel - Pasąmonės Kanalas   
                                       Paslėptas Kanalas

Grafity pictures

>> z=int64(randi(p-1))
z =  100497451
>> c=mod_exp(g,z,p)
c = 91968695

z =  100497451

c = 91968695

Repetition
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2.Signature on h verification
A signature (r,s) on message h is verified as follows.
1. 1<r<p-1 and 1<s<p-1.
2. V1=gh mod p,  V2=crrs mod p,     and   V1=V2.
The verifier accepts a signature if all conditions are satisfied and rejects it otherwise.

2.Secret message h=k recovery from the equation 
s=(h-z*r)*k-1 mod (p-1)     /*k
s*k=(h-z*r)*k-1 *k mod (p-1)
s*k=(h-z*r) mod (p-1)   /*s-1

s must satisfy the condition that s-1 mod (p-1) exists, such that s*s-1= 1  mod (p-1).
s-1*s*k=(h-z*r)* mod (p-1)
k=(h-z*r)* mod (p-1)

Subliminal Channel - Steganography
           Using Schnorr Signature

gcd(z, p-1) = 1, then z -1 mod(p-1) exists.

>> s_m1=mulinv(s,p-1)

>> k=mod(h-z*r,p-1)

>> M='Bob I wait you'
M = Bob I wait you
>> h=hd28(M)
h = 240745341

>> s=int64(126312337)
s = 126312337
>> gcd(s,p-1)
ans = 1

>> s_m1=int64(212931827)
s_m1 = 212931827
>> mod(s*s_m1,p-1)
ans = 1

k=int64(206415161)

gcd(k,p-1)

ans=1

r=mod_exp(g,k,p)

r = 113543563

>>  p =   int64(268435019)
p = 268435019
>> g=2;
>> z=int64(randi(p-1))
z = 7688965
>> c=mod_exp(g,z,p)
c = 217126641
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Bit Commitment using H-function

Bit Commitment using MAC

>> M='Bob I wait you impatiently'
M = Bob I wait you
>> h=hd28(M)
h = 240745341

>>  p =   int64(268435019)
p = 268435019
>> g=2;
>> z=int64(randi(p-1))
z = 7688965
>> c=mod_exp(g,z,p)
c = 217126641

>> k=int64(randi(p-1))
k = 21398217
>> r=mod_exp(g,k,p)
r = 92029919
>> s=mod(k+z*h,p-1)
s = 34241676

>> V1=mod_exp(g,s,p)
V1 = 63032245
>> c_h=mod_exp(c,h,p)
c_h = 62405921
>> V2=mod(r*c_h,p)
V2 = 63032245

>> kk=mod(s-z*h,p-1)
kk = 21398217
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Bit Commitment using RSA (partially)

>> e=2^16+1
e = 65537
>> isprime(e)
ans = 1

RSA textbook encryption

>> m=int64(111222333)
m = 111222333
>> c=mod_exp(m,e,n)
c = 51722206

>> mm=mod_exp(c,d,n)
mm = 111222333

Bit Commitment using HMAC
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Key Generation

>> c=mod_exp(m,e,n)
c = 51722206

dA = eA
-1 mod p dB = eB

-1 mod p

>> p
p = 268435019
>> eA=int64(randi(p-1))
eA = 113108923
>> gcd(eA,p-1)
ans = 1
>> dA=mulinv(eA,p-1)
dA = 114348687
>> mod(eA*dA,p-1)
ans = 1

>> eB=int64(randi(p-1))
eB = 175845008
>> gcd(eB,p-1)
ans = 2
>> eB=int64(randi(p-1))
eB = 213299919
>> gcd(eB,p-1)
ans = 1
>> dB=mulinv(eB,p-1)
dB = 182812595
>> mod(eB*dB,p-1)
ans = 1
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