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Subliminal Channel - Steganography
using EIGamal Signature Bob was put in jail.

Subliminal Channel - Pasagmonés Kanalas

Pasléptas Kanalas creftyperes Repetition
>>p= 268435019; % 2728-1-->>>int64(2728-1) % ans = 268 435 455
>> g=2; % >> dec2bin(2728-1)
%ans=11111111111111111111 11111111
>> p=268435019;
>>g=2;
ElGamal Signature: Sign(PrK,h)=6=(r,s) \7% ; /,(3 .
Alice >> z=int64(randi(p-1))
Pria = x z= 100497451 ~ z= 100497451
Hello —N[ Sign
Bob | =9 sl >> c=mod_exp(g,z,p)
ices
nitvate key c=91968695 — > ¢=91968695
r
m ‘te

A=

@ Puk

]
1

Alice's
public key

Let M is a message to be signed which can be arbitrary chosen.

To sign M the h-value of M must be computed: h=H(M).

The secret message to be sent is a number k satisfying the following conditions:
1. Number k<p.

2. gcd(k, p-1)=1.

1.Signature generation on h: Alice generates secret number k<p, ged(k, p — 1) =1, k and p-1 are relatively prime.
The secret message Alice intends to send to Bob is encoded by k.

Compute k! mod (p-1): k?mod (p — 1) exists if ged(k, p — 1) = 1, k and p-1 are relatively prime.

k'* can be found using either Extended Euclidean algorithmt or Euler theorem

>> k_m1=mu|inv(k,p-1)‘ % kmod (p-1) computation. ‘

Compute r=g“mod p

Compute s=(h-z*r)*k’* mod (p-1) --> h=z*r+s*k mod (p-1).

Signature 6=(r,s)

For subliminal channel creation s mod (p-1) must exists, such that s*s=1 mod (p-1): gcd(s,p-1)=1.
>>s_mil=mulinv(s,p-1) % s'mod (p-1) computation.
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>> p= int64(268435019) >> M='Bob | wait you >> s=int64(126312337) >>s ml=int64(212931827)

p = 268435019 M = Bob | wait you s=126312337 s_ml=212931827
>> g=2; >> h=hd28(M) >> ged(s,p-1) >> mod(s*s_m1,p-1)
>> z=int64(randi(p-1)) h =240745341 ans=1 ans=1

z = 7688965

>>c=mod_exp(g,z,p)
c=217126641

Ged (5 p-1) =4
c

2.Signature on h verification

A signature (r,s) on message h is verified as follows.

1. 1<r<p-1 and 1<s<p-1.

2.Vl=ghmod p, V2=c'rrmod p, and V1=V2.

The verifier accepts a signature if all conditions are satisfied and rejects it otherwise.

2.Secret message h=k recovery from the equation
s=(h-z*r)*k*mod (p-1) /*k
s*k=(h-z*r)*k* *k mod (p-1)

s*k=(h-z*r) mod (p-1) /*s* >>s ml=mulinv(s,p-1)
s must satisfy the condition that s mod (p-1) exists, such that s*s'=1 mod (p-1). .
s 1*s*k=(h-z*r)* mod (p-1) >> k=mod(h-z*r,p-1)

k=(h-z*r)* mod (p-1)

k=int64(206415161)
ged(k,p-1)

ans=1
r=mod_exp(g,k,p)
r=113543563

Subliminal Channel - Steganography
Using Schnorr Signature

M - mwsﬂwﬁ message to e siguad,
W=k - secrel m&%%jé to be sent,
l":ézk mmﬂ//:’

h=H(MUN) 162059 By uem)
sS=k+ zrh mod(p-1) v :do;smm’pl

ged(z, p-1) = 1, then z  mod(p-1) exists.
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rv/ [ NG/ \

S=k+zxh mod(p-1) j {V1:g5modp

Lvi:r“c‘“ wicd p
Vi = V2
K= (62 48) mad p-) =

c=217126641

>> kk=mod(s-z*h,p-1)
kk = 21398217

Bit Commitment using H-function

53 0 Shoudd I must el vy Gileoivs 2
A+ Dot %wﬂﬁ, I know the priee #ﬁﬁh@ next vmowth.,
B The tell ne please.,
£ 1'UW 4l you MKYLWM/@ oA Zf you wirs el 7
lLvow ZWWW%% give me sBIC,
B How [ ois o kuow we Mgvm Aze Wfp%{ﬂ%iigf?
e We pom whe Bt Comwilwion? sctromre,

Bit Commitment using MAC

h = H(BTc-NM || tand) Alter L month

18T =27 000 B
Sevrd me Fort guess

W = H(BTC- WM | rand)
h 2h

BTc-ANM |l rand
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>> p = int64(268435019) >> M='Bob | wait you impatiently' >> k=int64(randi(p-1)) >>V1=mod_exp(g,s,p)

p =268435019 M = Bob | wait you k =21398217 V1 =63032245

>>g=2; >> h=hd28(M) >>r=mod_exp(g,k,p) >>c_h=mod_exp(c,h,p)
>> z=int64(randi(p-1)) h = 240745341 r=92029919 c¢_h=62405921

z = 7688965 >>s=mod(k+z*h,p-1) >>V2=mod(r*c_h,p)
>>c=mod expl(g,z,p) s = 34241676 V2 = 63032245



Bit Commitment using HMAC

1t k=eshbzss(=z) B k=¢shzsé(z)
s(ymmgma key
HMAL (k, BIL-NM [[mmd):A _h L Mtar £ emont
- Sewd me Yort FUzS
EV)&U() BTC'/VM/}(Z?/WV}>:C c Déé(kfc>:M_|”Wd

h’ = UM (1, BT~ NM [ Wwdj
1{ h="h'> ﬁfmssed
Bic-MM,

Bit Commitment using RSA (partially)

4 aritbhmretic s; we w bl whe 28 b.75 antinm,

LA kvg 3wzmh’wn: o048 bi

L Two primes p 0 are genthited A wewdorr. | 1 | :>4gz@ f)if é/@ [ = 4021 bt

> Rk mpdule = P9 i computed & p(n)=(p-£)(9

3 Qasdows Reh exponent & ! ged (6,4/’326:4 is computed,
Acmraﬂmﬁ tp RéA ctandwed e =2"+1 . ZZ%=525A3176+1

Y, The myzse lement 1o € maﬂ/ ¢ L5 wm/%fﬁ/ ’ >> isp;ime(e)
o= & wmodd = o e mod P = 1. ans

5. K:d,’ Pu K—“—Q/))€)o

We we n|= 28 bl Bl :\OH = 4y bite
RSA textbook encryption
z2o0Y¥ )

wl - mecssage w L on o2 5 lml< 2048 bids

m mpd N = —’—/—/ |

B By ft i Bag=(n,e); Rik=d,

. e >>mm=mod_exp(c,d,n)

c :J;nc(Pul(A /h):rﬂ waed p D@C(PrKA, c)=m= mm = 111222333
>>m:int64(111222333)———»c——4—‘> = c’ ved b =

m =111222333 ond e d B
>> c=mod_exp(m,e,n) = C/Y) = = 4
c=51722206 _ o mwo mﬁd .

A
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>> c=moa_exp{m,e,n) .
c=51722206 _ M

= VV)iVVLQ&{V) = nod N =m
RsA et bork @M&ryfﬁﬂﬂ e ol oidonaised — iz ﬂpf/ﬁ'o%hgﬁz,

Key Generation

Pblic Parametet PP =( P) = sy be Ao prinme

2 k= (¢a, dy) B ky=(eg,dy) 7 privatz keys
gAadA =4 wmid 03'-1> e Cé =4 wred (p-1)

g, = cand( : ged (e, , p—i) =14 =3IV d, = 6;\4 MV/(P—-Q

da=eaxtmodp ds =eg mod p

>>p >> eB=int64(randi(p-1))

p = 268435019 eB = 175845008

>> eA=int64(randi(p-1)) >> gcd(eB,p-1)

eA=113108923 ans =2

>> gcd(eA,p-1) >> eB=int64(randi(p-1))

ans=1 eB =213299919

>> dA=mulinv(eA,p-1) >> gcd(eB,p-1)

dA =114348687 ans=1

>> mod(eA*dA,p-1) >> dB=mulinv(eB,p-1)

ans=1 dB = 182812595
>>mod(eB*dB,p-1)
ans=1

M — message | Bilwpin geice nwext ymopts

f Emrw/fé M with @mry//ﬁw furiddion £ ovd
sends ciphtet e 0 B, M = p.
Enc (€s, M)= M modp=c,
Cy

7’5: Ene (@5,44>:C163W9d P=C

C2

Aﬁf% 4 vonth
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ﬁ:c:g:'CZO/AVWOdP

Cz . % C d —
~<C dA)dB (< 2 6179615 _
K@’éf})@)dg wmod P =

:M(eAdAXeB de ) mod (p-1) ] .

g, dy wod (p-1) =14 &L ¢, dg mad (p-1) =4




